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Information Privacy: How Much Privacy Prote(tion
Does tbePub6c Want on the Web?

ByUng' S. Lee, Ph.D.
E/on College

. AbItNct: Privacy' advocate groups attempt to protect perMJIIQ/ electronic
infomrationwhile they argue that the right topril~ is threatened in the. i1iformation
·a~: Their 'c.ritics maintain.:that ..the current mobile society nece8sitates accus to
tlal!lbase informati~J abOflIcon~r~ who want t~ convenience ofreceiving services
~{thou~ verVYi~8 t~~i~ lrush.YJrthiness at each ~SQCtion., This reseorch emplOY3
Qmethodology to l!XIJinine 19l9' and how much privacy the public may want!' The
reajJomenu lI'ere 39 college students who' sorted a 40-statement Q ~ple.~esult3

reveal 4 di,tinct viewpoints toward privacy' protection on the" web: ."Privacy
lundamentQ/~ts" want to 1'estrictcompaniesat the information gathering stage, even in
·cases where the information is ·reqtdred by law', and then exercise control (Jl,teYthe use
·.ofpersorJD1information aft~r ,it,has been given voluntarily. -·'Data-use restrictionists"
,seekchok:es and options restricting howdata about them will be lI$e4. "Self-regulation
advooate/l" do not believe th4t cOnJ.(1Q1Iies are1lfll!Jiplliative .if.cottfU1llt~ and. ~nnt
$tricterpolicies about individualpril'OCY enforce4 through self-regukttion.. .'Company
sympathizers ,~ belitn'e that a balance should be struck betwe~tlii right to privacyim4
other public objectil'ea and the needs ofcompanies to gather informatit»J so they can
better 'serVe consumers while· attracting ·advertisers by providing seSmented
demogmphic8 abOllt their 'web3ite visitors. ' .

Introduction .,.
Electronic' cOmmerce, however inadvertently, endBngersprivaCY.Companies
llave long:boasted about the efficiency, convenience, 'and personalized senice
that distinguish .commerCe oIiline~ a.claim that binges on thorough knOwledge
about 'the individiJa1ized' tastes" and behaviors of customers. Any website
operator can reconstmet every move of ,isitolswbile -at the 'site (Sandberg
1999~ 57; Wildstrom 1999).

Privacy In GeDerai
In philOsopbical and 'legal discussions, pnvacy. is important- for self
dev~opment or for the establishment ~f intimate human relationshiPs. The
right to privacy has frequently been discussed in terms of Lockean liberalism,
within which· the government shoUld protect certain··'na~ rights of
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individuals (Regan 1995, 24-6). After Sanluel Warren and Louis Brandeis
pUbliShed their article,' "The Right to -Privacy," in' FJarvard Law ReVieW
(1890), privacy became a more specific value an4 right. Warren~B~s
emphasized the importance ofprivacY to the indi\'i~ who needed "a retreat
from the world" and had "a right to be let alone." They admitted, "The dignity
and convenience of the individual must yield to the ~mands .of .the public
welfare or ofprivate justice." . - :. -' - -

The right to privacy also developed as a legal concept in the United States,
00th as constitutional law and tort law. Fundamental rights in the United States
are generally articulated in the federal Constitution~ The Constitution--does not
explicitly guarantee a right to privacy, but the Supreme Court has interpreted
many of the amendm~nts constituting the Bill of Rights to protect individual
privacy against intrusive government actions! PrimarY examples are the First,
Fourth, and Fourteenth ~endments. Since constitutioDal rights protect peqlle
against activities- of the state, only the government can be restrained from
taking actions that wrongly invade privacy (Cate 1997, Chap. S).

In tort law, "privacy is· a right not to be distulbed_emotionall}? by conduct
designed to subject the victim to great tensions by baring his· intimate life and
affairs to public view or·by humiliating and annoying invasions of-his
solitude" (Encycloptedia Britannica Online 1999). Seventy years after Justices
Warren and -Brandeis publisJted "The Right to Privacy" William PrOsser
~ the numerous state- courts aD4 found 4 distinct torts against a right to
privac)': physical- intnjsi~~ _misappropriation, I publiCation of private facts,
and false lighf (Cate 1997~, 89). Tort law offers little protection for
information privacy.3 Unreasonable intrusion only means a potential
restriction on the means of gathering information. lv/isappropriation applies
on1}y to the "name or likeness" ofan iadividual, usually for commercial gain.
The tort of unreaslJ.nable public;~ given to the other'spriv~ life appliesoply
when a large audience gets private information that would-be "hiPJy
offensive to a reasOnable -person" .,and ~ om:.of legitimate cona;rn _to .the
public. The 1_ tort, requires that the publication-m.be both false and highly
offensive to a reasonable person (Cate 1997, 89-90).' -

1 _ is usually the unauthorized commercial use of mother's name or picture in an
advertisement, post« or other QQmDlercial ooatext. '
2 False light is_~ as the dissemiDatioQ of~ type of false, or misleading, informatiou,
which is embamlssing and pOtentially injurious to thep~ . ;
3 PrisciUa Reian'- listed. 3 8r~ of privacy coocem: 'i"jormation privacy,~ -about use· of
J)eI'SOIla1 information eoUected by 0I'pDizati008; cOltlmunicQtiOll prlvac)', questiODI about who-cab
Iogitimately intercept di9CU8Siom between two parties; aDd p'nrchologjcal privacy, ..~..
the dearee and type of prob' utilized in'determiDing iDdivrdlws' tbousbts aod attitudos (Ropo
199', ,). On the other hand,~ lists a number Of~vacy interests poople ougbl to be able to
claim: the_ right to individual autonQmy,.1be rigbt to be -left alonet the right to a private titet the
right to COIIb'OI information about onesoI( the rigbt to limit ~bllity, ~ right- of oxd\tlive
control of access to pivate reahm, the rigbl to minimize inlrusiveness, the right to elCl*t,
confidentiality. the right to enjoy solitude, the right to enjoy anon)mity, 1be right to eqjoy nsCirve
(forbearance ftcm making fuD expilDAtion), the rigbt to secrecy (Flaherty 1989, 8).



Information Privacy on the Web 172

The U.S. Congress bas passed many laws protecting individual· priV8C}T
against the actions ofboth government and private sectors, most·ofwhich have
beeneD8ded since 1974· (Regan 1995, S). Privacy-based .·controls on the
government's collection and use ofdata, outside the criminal investigation.and
prosecutiOB. context, are very. limited.. These· controls usually apply to certain
limited eateg~ries of information or to· the. ~vities. of.specified agencies.
Most often~r~ only. the. gove~nt's dissemination, rather. than
colle¢on, use, or storage of personal. ~rmation;. and they. frequently create
procedural, rather·than substantive, obligations. Sweeping exem~ns also
make pm'8CY laws virtually powerless (Cale .1997, 79).·

Laws and regulations governing the· use of personal information in the
pri\'llte sector generally address a specific industty or economic sector. and
often only specific issues. For example, the Fair Credit Reporting Act restricts
~n ofcredit information by credit reporting agencies, but.does not
address their collection of information. A ·"~g~ed. app~h" such· as this
results .in. a patchWOlk of uneven, inconsistent, and often irrational privacy
protection.F~re, each state law is no better than its federal counterpart
(Cate 1997,,89-9). .

.Even ifall industries and economic sectors were subject to strict laws that
would protect privaC)Y at. presel1t;.it would not be.enough to prot~ pm·acy in
the futu{e. Digital teehn9logies,such ~ comp~rs an:d ·te1ecoDJ.l1lunication
netwo~, have created a new ·area of ambiguity with nospeciDcrules on
appropriatebehavior·(~mith 1994, 1). Dete~g .how to. protect individual
privacy requires weighing it against other e)ement$ .considered ~ntial to
modem life. Protecting privacy through restrictions imposes real costs
including the cost of disseminating false and misleading information,
increased· costs to prOVide products· and services~ and reductions· in some
mundane benefits, such as instant credit, better targeted mass mailings, lower
iDsumnce rates, and faster service when·ordering mercb8ndise. {Cate 1997,
101-2). At the heart of the current debate over information privacy are the
qUestions of what kind of privacy to protect and how much to protect it while
balancing those diverse and competing values. -

Consumer attitudes toward company requests for personal data depend
upon whether they think they· are voluntarily providing· that information in
return for some·benefit. Modem information gathering differs from its earlier
forms primarily in that the targeted subjects initiate the ·procedure through
their own actions. For example; the targeted consumers pl8ce a ·card in a
reading device, sign onto a databaseserVice~ call a toll-free phone number~ or
mail a response card or form (Gandy 1996). Gotlief (1996, 164) argues that
data can l»e collected because people voluntarily give up personal information
in return.for benefits.

On the other hand, this situation also can be interpreted as involuntary
because individuals must supply personal information in order to aaplire the
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goods and services in the market. In man}~ cases there is no a1te~ Since
the collection· of personal information is not always obvious, "individuals are
also frequently unaware that their 'activities generate data that may be used as a
commodity and traded in the marketplace (Gandy 1996)~'

When data about people, such as police~ medical, and employment records,
are inaccurate, incomplete, or outdated, people may suffer the consequences of
unfairly denied loans, jobs, or·housing. Except for credit records people have
few rights to correct records about themselves. Increasingly, bo\l"eVer, coUrts
have ruled~ that ownership ofrecords resides with the organization tJiat Collects
the data, and the person to whom they apply cannot restrict their usc.
Representatives of private firms and. government agencies have· tried to avoid
new regulations by arguing that they would do more harm than good (Kling
and Allen 1996, 124~S).

Gandy (1996, 148) quoted Alan Westin (1991), a privacy. expert,· as baviilg
suggested that inciil'idual freedom might be best served when property rights
for· personal information are fonnally established Then individuals might
trade these rights 'against goods and services. Some workers (e.g., Brin 1998,
lOS) envision a future when advertisers and mail-order corporations will pay
fair JD81ket value for each small use, either directly or through royalty pools.

In .reality, it "ill be difficult to establish indi\idual property rights
regarding personal information, because company employees create the' actual
database with customer responses to their qUestions. Therefore, the company
can sometimes' claim its· oWn.legitimate property right more convincingly than
can individuals (Gandy 1996).

Privacy on the Web
Commerce on the \\'eb is an e~1ension· of the usual form conducted in

ttaditional marketplaces. E-commerce. takes on a new dimension because of
the :easy monitoring of all CODsumer ~ons and website activities.
Monitoring occurs continuously and· accurately, based on "cookies,,4 and site
registration. Allalysis can show not· only what products consumerS .have
purchased, but also \\'hat products and pages they have browsed·and for how
long.

In a survey.of 381 people about online privacf, .17 percent were privacy
fundamentalist~ \\1ho were extremely concerned about any U#iC. of their data
and generally unwilling. to. provide .personal data to websites, even. when
privacy protection measures .were in place. The. pragmatic majority, 56
percent,.was somewhat less concerned about data use than thefundamentalists.

4 A cookie is a small data file placed 011 a U$Cf'S computer by 1be website: server the first time the
user \'isits the site. Cookies are updated with each return visit to the. &~. This provides
convenience aud persoaalization ofthe \vebsite, but caD be regarded as an invasiOn ofprivacy. -
s. AmoIIg 381 people, 333 (87.4%) had at least some coDege education, 195 ('1.2~o) were female,
342 were \\'bite (89.80.4). .
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Their concerns· were often significantly reduced by the presence of privacy
protection measures such as privacy laws or privacy poIicies.on websites. The
marginally concemed~ 27 percent, ·were generally willing to .provide data. to
websites in most situations (Cranor, R~gle, and Ackerman 1999).

Currently, online buying represents a fraction of total consumer sales, but
it is Skyrocketing with estimated sales of $184 billion within· 3 ye8rs (Levy
1999, 43). ·To .convert today~s .net surfers into tomorrow's customers, online
companies must earn .tmst from users. Distrust leads many web users to avoid .
sites that require registration or to provide false information. To emphasize the
issue oftmst, Levin (1996) quotes mM CEO Louis Gerstner, uMore than·8Jl)r

other single factor, :the potential for e-cOmmerce hinges ·on customer
confidence that the net\l-ork can keep private records private." While
discussing bow to protect personal information, 'Swire (1997) descnOed 3'pure
models: market, govermnental enforcement, and self~regulation ..Swire favored
the self-regulation model as the best way ofprotecting personal information.

Kling~~en (1996, i.26) doubted thatprivateeompanies would initiate
relevant _ responsible privacy protections. ~xpecting such initiatives would
be ~ve,. they reasoned, ·given that coD:1JHl:Dies fun~on' within ~
arrangements that do not reward the .reduction of ~ own m8rket
Opportunities. In cOntrast, Cavoukian and TapScott (1997)observed· that a wide
range of business sectors have written their own privacy codes in an effort to
fend off legislation and nurture a much-needed degree of confidence among
their customers. Voluntary priVacy C()des, howev~rJ CQU1d be less effective
than ones entrenched in law, mainly because of the lack of an adequate
enforcenielitmechanism. Swire (1997) predicted that free markets would fail
because the customer could face significant costs simply in trying to learn and
understand the nature of a company's privacy policies. As a way ofaddressing
the need for privacy protection in the absence ofprivate sector privacy law, the
Canadian Standards Association created a oode for the protection ofpersonal
information, and awarded a "stamp 'of approval" to companies that accepted
theoode voluntarily. In the United States, TRUSTe bas awarded TRUSTe
logos to companies that accept privacy standards (\Vildstrom 1996).

As the scale ofUttt,raetions and commerce broadens across the web, record
keeping will become more extensive and thorough. This work examines
opinions about privacy p~etion- on the web,.. the collection of. personal
infQrmation .at websites, and matters of control and regulation of Personal
information. The purpose .of this .study was to explore attitudes~ especial1)r
those of young PeoPle,' toward the right to privacy on.~e w~. The goal is to
provide useful guides for policy makers.·and online companies ~hen the web
privacy debate shifts into high gear. '

Q methodology pro\'ides a "basis for measurement of feelings, attitudes,
opinions, thinking, 'fantasy, and all else ofa subjective nature" (Stephenson
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1967, 11). The present work: explores 2 research questions: How much
individual privacy .does one segment of the public want on the woo? What
kind of regulations should be implemented to achieve the desired protections?

Methods
During September 1999, 39 students in 4 classes at EIQD College petformed a
40-statement. Q sort .using a 9-point most-agreelmost-disagree scale.
Statements were generated from extensive review of 9nline and oft1ine
~cles. books,.and posted discussion group articles.. Six general topics were
included: privacy protection, perception of online companies~ information
gathering~ registration and tracking, use of data by companies, and regulation.
Some of these topics were repr~ted b)T more statements than others,
reflecting the complexity of issues; however, each subgroup cell contained,at
least two statements. The statements forming the Q set were further subdivided
into 2 groups. One group represents the PQSitlon of privacy advocates who
warn that the right to privacy is threatened in .the information age and try to
protect pefsonal infqrmation.(Karaim 1998). The second group reflects the
views of privacy advocate critics who maintain that the nature of the current
mobile society necessitates the capture and use of information about ordiD8r)r
peoplew~ want the convenience ofreceiving services "ithout verifYing their
trustworthiness at the time ofeach transaction (Obser 1998).

Str"ctM,e ofthe QSIIIIfjHe SttdellURtt&

~;j;!;!;\;~:~j:;:j:j:!:~!j:!~j~!:~;~:!:~!!~_~~~]j:~:~!i!ji~f~;j;~:j:::i:j;i~~i;~j;i~~!~~~i_j~_1~~~!~~j1~I~!~~i!jfj:~;[!jj~!~1ii!f~j!~:~~~j:~~~ii)!:~j
Privacy Protection 1, 16 6, 11
-------------------_.~------------------.----------------_ .. _----------------_ ... Perception ofOnline Companies 7,26; 31 2·,21,36

~~~~~~~~~~~~~~~~~~~~~~~.~~.~~.~~~~~~~~~~~~~~~~?~~~~~~~~~~~~~~.
Registration and Tracking 8,13,.-37 3, 18,32

-U~~i~b};c-o~ ------_. 4~-i9: i-3-,-i9: -34: 38-- -_.9:~14:i4: 28,·33~39-
--------------------_.------------ ..--------------------------------------------Regulation 5,20, 30, 35 10; 15,25,40

Responses were entered into the MQMethod program for Macintosh6
,

which intercorrelated ~dividu81 Q sorts in a 39 x 39 correlation· matrix.
Factors were extracted using the principal component method. Varimax
rotation was used to produce simpler structure, and a 4.;.;factor solution was
selected based on ease of interpretation.

6 MQMETHOD is a public domain program, which can be retrieved from' the website:
<hUp:/Iwww.n:.unibw-muencben.deI-p41bsmkJqmethodIaddtls.btm>. .The program is available
also in PC aDd lTnix versions at this URL.
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Results
,Among·the 39 students, 19 ·majored in either communications or corpomte
communications; 7 majored in non-eommunications disciplines; ,and the
remainder majored in other mass communications or were doubleltriple majors
(RotaUd Factor Matrix in Appendix). Most were exposed to Internet issues, if
not directly to web privacy, because thc}y took courses in ~on
gathering and writing or web,publishing and design. They were better
informed about privacy issues than PeoPle with less understanding ofthe web.
Mostly they were from states other than North Carolina, where their college is
loCated1 "The sOrters~ 1',' mates (38.5%) aDd 24 females (61.5%), 'were
traditional college st1Jdents ranging in age from 18 to 22.

Four interpretable factors 'were extracted that accounted for 470.4 of
variance in the respondent 'set. Only moderate correlation ~as found ~een
factors. Three consensus statements, on which all 4 factom uniformly agreed
or disagreed, emerged in analysis. Fi~gs were interp~ed USing a model
under which each factor array was created mdividually from fac:tor scores of
the definers. "Factor interpretation in,Q studies ~lmany proceeds through an
examination ofstatements which characterize the factor, i.e~, statements scored
+4, +3, -3, and -4" (Brown 1980, 23-24).

Students were highly cautious about how information they provided would
eventually be used. Most of them mildly agreed that. some kind of legislation
should be in place to protect their privacy, however, they could not endorse
providing false registration information. The 4 factors' were identified with
arbitrary labels that seemed appropriate based on significant factor scores
assigned to statements. _

ConselUllS StatemeIJIs

:11!:i:~I!!:~lillllllllllll::ll!11111111.lmlll_:~:·I:1Il:::!i:l:li:~I:·lllll.I:II::III:I:III"~.j!I.:I~!i~·:I:i:j:~I:il: •.I.ll~.1
37)~ community '\rerr ~usly. values its ..0.64,. "{).77,
anonymtty, so I ·would falsify information on me 'n 76 -029' ...2,'-2, -2~'O
when I need online registrations. -v. , .

------------------.-._.------------------------------------------------------------
30) At least -some legislation win be needed to ensure 0 76 0 71
that even UDSttDpulous sites in obscure comers ofthe .0·28' 0 80 ' 2, 2, 0, 2
Internet comply with privacy standards. . , .
--i)-i-~d -n~-~~-f~ -th~ -~~bsih;~.~~~--------------- --------.- -------
terms 8nd conditions ofhow the collected inforination 1.64,. 1.26" 4, 3, 3, 3
is going to be used is not clearly specified. 1.07, 1.12

7 Seventy three percent ofaU studeots were from states other than North Carolina.
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Factor 1: Privacy FundaDlentaiists
This was a predominantly female group. Ofthe 39 respondents, 8 females and
2 males were aligned solely with this factor.. It explained 16 percent of
variance, more than· any other factor. This factor was sigDificantly different
from others in strongly agreeing with statements 22 and 40 and strongly
disagreeing with statements 4, 32, and 17.

FlIdor 1: StrOltgly Agree.

1.014

. 2.281

3

4

:~~~~~} ~ ~~ ~~~~ ~ .~~ ~~~~ ~~~~~~~~ ~i i~ ~~~~~) ~~ ~~ ~~ ~~~i~~t~ ~ ~j!~~) ji ~~~!!~~~~:tt~t:~~t_jj~~ ~~ ~j)) ~~ ~ ~\Ii~j)\~:~ ~))~ ~)): ~~!~~~!~~~ )\~~~~:~ ~~~~)~~i~j ~:t)~)~~~~1 ~ j~~i;~j:~:~~~j~:~j!flll~:)~ ~ ~~~: ~~~fBtt~~j~
22)·· Online companies should not conect information
from kids on the web. .-40)*- Aif iiW:keterS-~d -post -8 -Privacy -policy-in- an-"" .-_.. ----------..----
"easy-to-find, easy-to-read statement" that informs users 4 2.031
about how the information will be used. -

. -.. 8)-i wouiiinotr~i ror-the webSite-Wherethe temiS .. ---.... -.- .. -.. -...... --...... -
and conditions ofhow the collected fufonnation is going 4 1.640

..!~~~~_J!~~ ~!~1J. ~~~. ...... __ .. ....... __ .. _.. _.. _.. .... __ ...... _.. _..
. 23) C~uners ~serve n~tice and choice about the use 3 1.502 .
_~f~~~~~~~~~ .__ ...... .. _~~ .. .__ .. .. _
35) hnplementation of a privac.y policy· is more 3 1 223
-~~~~~j~~~~~~-~~~~y ..!~~~~---_._-_ .. _--_ ... __ .. __ .. _----~-----
25) With the preponderance of personal or· micro-
computers arOWld the worl~ it is almost impossible to·
control the free flow of infonnation between millions of
terminals in private companies. .

-34)-Acompany-must" teil-consumers·iliai they- have the- ---... -... ----------_. -
option to not have infonnation on them shared with 3 0.935
other companies.

In spite ofmany benefits teChnOlogy bas brought to consumer aDd business
alike, Pri\racy Fundamentalists felt that use oftechnology should be restrained..
Since it is almost impoSsible to control the free flow of information in the
world with millions of networked coD1.pl:1ters, these sort~ wanted to control
information from the outset. They sought to limit company online information
gathering, even in cases where such activity is legal and legitimate. (17). Factor
1 definers ~·ould prohibit online. companies from soliciting any personal
information from children using the web (22). This factor did not believe that
companies could offer individualized service more easily after they obtained
personal information about consumers (32).

Persons on this factor desired to exercise contto} over the use of personal
information, even after it had been gathered and stored by the online
companies (24). They believed that consumers deseIVe notice and choice
about the use of their personal information (23), and they advocated "easy-to-
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. FtlClor 1:. StnJngly DLMgree

:II~~~~~r~I~~II!~I~~~~~U~IIII!~I~~i~~~mIi~_~~~i~Ij~)J~~~j~!~~~~!~~j~j~\mt~~~~I~~~IIj~~rmII~t1~~I~~~~IiI~I~~}~_j~~!!
, 4)·· The data user should' be· allowed to "sell
informatiot1 for commercial use to another firm, b~ that
firm holding.the data must inform the individu8t oftbis. ...3 .-1.157
intention and give that person' the right· to object to the
transfer ofthe data.

-32)*-comp&iies-am-offeT ~'ooe:On:One;' -service-more"-----~----------..---
easily when they have personal information through· ...3 -1.166
website registration.

-24ionce-~s ·proVide~iiifOOii8ti~ -theY.-----_..-_....-~i~~....
should not be allo,,-ed to exercise control over its use. -3

-i1)••"Otiii8e-~es"have- fieedOiii to~ gather-any"--.. --.._.. -.... ------_.. -
information needed to dO their own business as far as it -3 -1.313
is legal.--9)ifm~dU8iSOr-oon:profiiorgMiiBiions usePrivate-----,-""-.. -.... ---_ ..---
information for non-commercial use, theY should be -4 .;.1.452
exempted from strict privacy restrictions.-ioi reeJiiioiogy-ShO\ii<ibe- giveii~-ieignu there-are" ,- _..--: ....--......-..-----..
so many benefits to the consumer and business "-4 -1.655
commUDity alike.

.. 2SYWhen itconsumer-stipuiaitXith8ihedidnot-wanfhis ~ .. - - -..--- ..
iBformation distributed~ companies should not give that
information to outside fmns, but it still should be -4'''' -1.712
allowed to share the information with - affiliated
companies. .

Note: •~ stlltellle1lt lit sipiJicllllCe level ofp < 0.8$; ••P < fl.01.

find, e8S),·to-read" disclosure of web privacy policies on how the collected
information would be used (40).

Privacy fundamentalists would require companies to teU consumers about
their right to object to the'transfer of the data, and provide an opt-oot'clause
when they intend to share the personal information \vitti others (34). They
believed companies should be prtlhibited from seiling or giving ~ay

individual client data, regardless of whether the intended recipient might be
non-profit organizati()DS 0" even affiliated companies (28).

Factor 2: Data-Use RestriedoDists -
The 9 respondents aligned solely on"this factor accounted for 12 percent ofthe
variance,' the second ~gest factor in terms ofvariance explained. This factor
~as significant1y di1ferent from others in its agreement with statements 38 and
4 and disagreement with statements 21 and 27 ~ These sorters objected 'to
'profiling consumers in a partiCular economic and social class for promotions
or sales ofproducts, because this might negatively influence a person's life
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(27, 38). They would require express written consent when a company wanted
to use sensitive personal data - an opt-in clause (38).

FIICtor 2: StroDgl,· Agree

~j~~j~:!~!:~I~~:~:~j~~~~~:~:fj!:H~:~~!:~:~~!j~It:!j~j~:~II~~:n~_~t~I~~:~:t~jU;:~:!!j~~jj~:~?~j!)tj)~)j:~~!:!T}~~~j~~~[jT)J~)~!)~~~:~~ltill1~~~i
23) Consumers deserve notice and choice about the use 4 1 892
of their nersonal information. .
-34)-Aoompany-must ieifconsumers-ilifti they- have the- --------.------------
option to not have information on .them shared with 4 1.641
other companies.
-i9)--i-~oUJdn;t-ha;;e-iO-caii-an}~-()~-~te-any----------------------

company to tell them to mind their own.business. The
bmden should be on the companies to contact me and 4 1.552
seek . my consent before disseminating personal
information on me.
-3S)••We-ShoUicfsevereiy lliiiiiprotlliiigconsumers-and---------------------
prohibit the use of sensitive data without the express, 3 1.337
written consent of the data subject.
--8)-i \voUiifnotreglstef for-thewebSiteWtieietiii terms- -----------.. ---------
and conditions ofhow the collected information is going 3 1.263
to be used is not clearly specified. .

-40)- Aif marketerS-Siioui<i PlSt-itPrivacy- POliCY-in-8ii---------------------
"easy-ta-fmd, easy-ta-read statement" that infOrms users 3 1.120
about how the information will be used.--4)*"-The· -data" -user--ShoUia.- -&:-.. alloweli -to- -sen-----.. ---.. ----.. -------
infonnation for commercial use to another fmn, but that
finn holding the data must.inform the individual of this 3 1.029
intention and give that person the right to object to the
transfer of the data.

Note: It tlUtingui.JIJmg sttltelftellt lit sipiflctlllCe level o/p < 0.. OS; 't·tp < 0.111.

Like Factor 1, these sorters were cautious in providing websites with
registration information (8). They feh all marketers shoUld be asked to post a
pmllCY policy so' users could easily find and read how the information
collected would be used (40). At the same time, they believed that coJlSUlllels
deserve notice and choice about the use' mtheir personal information (23),'10
these sorters felt a company must tell consumers that they have the option not
to have personal information shared with other companies - an opt-out clause
(34). Th~ felt when a consumer did not want to do so, a co~y should JlOt
share personal information with individuals, non-profit-.organjzatio~~ Qr ~eD
its aftili_ companies (28). These sorters felt that if a company wanted to
disseminate information.about customers,· it was the company'sresponsibUity
to contact consumers and seek consent - an opt-in clause (19). D&:t:a~U~

Restrictionists neither cared that this strict policy might create unnecessary
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bureaucratic burdens for data users (21)' nor believed. that the direct marketing
industry would be affected (33).

FtICIor 2: StrO"6ly DiMIgree

·IT~~!~I~~~mI~t~II~~Iftmff~UiI~~~~!~_!fj}rt~I~ff~~~!~!~I~~IIr~II~~~tJ~~!I~ftliMtI~~~~~"'(~\~~
9) Ifindividuals or non-profit organizations use private

information for non-commercial use, they should be .-3 "'{}.980
exempted from strict orivacv restrictions. .
"i-i)The"fde8-tii8iiDformati.on-Oii~SiiOUldbe-""-·_"--"""--·"--""-

under their total control cannot fit with the need for us to
live in society and to have at least a minimum of -3 -1.076
information about our fellow citizens.
·2IY"·-Priv8cy-poiicy--must-not"-Cieate-~"----"-"-""·"~i.-;i;"-

bureaucratic burdens for data users. -3
.. i0)TeciiiiOiogy-shOOi<ibegivenfreereiP as- there-are--.. --.. -....--.... --.. --.. -..
so . many benefits to the consumer and business -3 -1.287

-~~~~~:_._ .... -... _.. _-------_ .. _-_ .. _---_ .. _------------_ .. -------- ..----
33) If the direct marketing industry must get infonned . .
consent from the indi,·idual to use his or her name for -4 -1.421
marketing pwposes, this could close the industry down. . .
-i7)··-The-.itY"to"piDPOiDi-anY"~~in""8---""-"----""--~--"--

particular economic· and soci~ class.through profiling -4 -1.959
does not inflict damage on his or her life.

-28)Whtm" BOOcODSUiiiei--SiipUiatedthat-lie-didnot",,:aiii-liis_...... -.. -.. ---.... -.... -.. -....
information distributed,· companies should not give that
information. to ()utside firms, but it still. shoulf;! be -4 -2.380

-8UOwed to share the infonnation with affiliated
companies-

Factor 3: 8eIf-ReguiatioD Advocates
The 4 respondents aligned with only this factor accounted for 9 percent of
variance, the smallest~r in temls ofvariance explained. These individuals
differed sipificantly from others in sorting Statements -22 and 21 positively
and statements 6~ 20, 24, 26, and 7 neptively. Like Factors 1 and 2, this factor
wanted a strict privacy policy,~ not through outside regulation (20). They
believed that a privacy POlicY mUst not ~te unnecessary bureaucratic
burdens for data users (21). The sorters disagreed that roles must·be imposed
on 'the electronic highways (20). Factor 3 believed that customers would not.
offer web companies their names and ·addresses in return for brochwes,
information on future products, discounts, or other benefits (6). This·factor
also doubted that online companies were manipulating ordinary people, taking
from them the right to sell their personal information (7). RespOndent 33
commented, "Companies did not take it. You gave it to them voluntarily."
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FtIdo1' 3: Strollgly Agree .

ByungS. Lee

~~~~~:~~~~~~)~~~:~~\:)):~):):):):):~~:~:r~:):j \:\:j:):~:~)j:~:rj:j)j:):):):j:j:~:~:_:~:~:):j:\:~ ~:~)~)):~:j)~:\:\:~:\))::)))~:):j:~:~:)))~~)~:\:~ ):~:~)))))~~~~j~j~:~:~)):~:~:~"'::):~:))JI~:~):
19) I shouldn't have to .. call anybody· or' "Write any
company to tell them to mind their own business. The
burden shoul~ J~ on the compat;ries to <»ntaet me. and . 4 1.763
seek my consent before disseminating personal.
information on me.
-34)-Acompany-musfieiiCO_erg-iJiAi-they have the- -----.. --.. -----.. --.. --...
option to not have information on them shared with 4 1.702
_9~~_~~~~~· .. .. .. .. ~_ .. ..
22)·· Online companies should not collect information 4 1 496
from kids on the web. ... i3)- -j "wouiJ ..not" register ..if -ieveaiiiii ..ilie-requested----...... ---.. -.... --.. --.. -
infoxmation is not worth being able to access the 3 1"310
website. .

..23)"c?DSUiiiers~e~Otlce-an(ichoice-abOut..the~.. ----..~---.. _.. -~~;i7-..
_9f~~J!_~~~~Q~49P~ .. .. .. _.. _.. .. .. _

8) I would not register for the website where the terms
and conditions ofhow the collected information is going ". 3 1.07'
_!<!~~!~_~t ~~lX ~w_e4 .. .. __ .. _.... __ .. ...._.. __ ...... _
21)·· Privacy policy must not create wmecessary 3 1 047
bureaucratic burdens for data users. .

Note: I 4i&tillguisldng sttltement tit siglliJkllllCe levelojp < fl05; IIP < 0.01.

FfICtor 3: StrOligly DiMlgree

:~~~:::~:~:~:~~~!~:~:~:::~!~!~:~~~!~~~~t~:~:~:~ ~:!:~:j:~:~:~~~:)j~[)[~:::):):~:~:~:~:~...~:~:~:~:~;) !:)j~:::~:~:):~:~:~:~:~:~:~:~:~:t):)i1:~:):~:~~jt~:J):~jt)j)i~j~:[:~:~jR.:~i~j~j~;~:Zf~j)~~
6)** Consumers would offer their name and address in

retmn for b~ochures, infonnation on fu~ products, -3 -0.809
discounts.. or other benefits.
-i0)-Technoi<igy"SIiOUi<i-&-given-free reigii as-there Me- -----_.. -------_.. -----
so many benefits to the consumer and.. business . -3. "();841
community alike.

-,33)-ffthe- ~eci~-Uid~StrY -mustget-iiiionne<i -- ----_.. -_.. ----------
consent frt?m the individual to \lSe his or her name for -3 -1.117
marketing puiposeS~ this could close" the industry down.
-iO)*" information teebiiOl(;gy -is·POlsecito di8m8t1can)~ ----------.. ----.... -~ .. -
infringe on the human ri~ts of the individual and, -3 -1 772 .
therefore, rules must be .imposed on the electronic .
_M8lt-~y!:. __ .. _~ __ .. __ -,__: .. .... _.. _.. .. _.... .. .. __ .. .. .
24)* Once consumers provide' personal infonnation,
they should not be allowed to ·exercise control over its·· -4 -1.949
use.
-i6)*-.- -ODiine-"companies--are--maiiipUlatlve-"of--the- ---.--~- -----"_~.~~ .. -
..~~_~~4~r9!Q~~ .. .. .. .. _._ .... __ .. .. . __ ~_ .. _
- 7)*· Companie~just too~ it. Theyjust took the right to -4 -2.088
se our um non.

Note: I disti~ stiltmumt lit sipiJktIIIU level 01p < 0. 05; I I P < fJ. 01.
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Factor 4; COIDp., SympathiZen
The 7· respondents aligned solely with this factor accounted for 10 percent of
varianceJ tile third largest ~or in terms of variance explained, This factor
differed significantly from others iti sorting Statements 14, 18J and 3 positively
and statements 39, 33, and 10 negatively. Like the other.factors, this one was
cautious about the ultimate ~ of information conected "(8). These sorters
believed that technology'should be restricted even though it had brought mimy
benefits to the consumer and business community alike (10). They·did not
believe that individual privacy should be ~lute, but that a balance should be
struck between the right to privacy and other public objectives (14). Company
Sympathizers understood the web company's needs for gatheriBg information
on CODSUJllefS to·taiIor its content to subscribers' interests and needs (3). They
strongly agreed that personal information on subscribers would attract
advertisers to a website so· that consumers could continue to receive free
access to it (18). These sorters did ·not object to a company collecting
information even from children on the web (22).

Ffldor 4: ~o"glyAgree

1.326

1.499

1.225

1.132

4

4

3

f~~~~~t{~~~mti~t~~m~~IIt~~II~f~~~I~~)~~J~_~~1Ji~~f~!f~I~~tt~~j~i~II{~H~~f~t~ff~~~T~~~~!~~~tt~jg~~;t~
40) All marketers should post a privacy policy in 'an
"easy-~find~ easy-to-read statement" that informs users
aboutbow the information will be used.-i4)....~-canbe00 SUCii tiiiBg-as abSOiiite-1iidiVidWii -----_.. -.... -----_.. -_.. -
privacy. 'Balailces need to be struck between the right to 4 " ' 1.369
privacy and other public objectives.
-i1i)··-~~es-g~er-~-ll[for.nruailon-a1iiOt------"----"----"----

their subscribers. Having this' information will attract
advertisers to their sites, so that COlb""1JIlleIS can oontinue
to receive free access to those companies' websites.
-~=on·~of·a~-Pri~:~::~~-iS--iiiOie~----;--------l~;~~-·
_.... .. _... :J ~ __~ .. ' .. _.. __ ....

3)·· ,Web publishers should be allowed to use
information on consumers to tailor their content to
subscnDers' intereSts and needs. "

.. i9)-i-ShOUidiitt-~ve-to-Celi-auybOdY ~or ..Write.. any-.. ------..--.. ·--- ....--..
company. to tell them to mind their own busin~s. The
bufden should be' on the companies to -Contact me and ' 3
seek" my consent before' disseminating persotial
information on me.

--8)i -wOOI<inot-Rigister-tor-thewebSite Where-the teiliiS ---.. -.. ---.. ----.... ---.. -
and conditions ofhow.the collected information is going 3 1.119 .
tQ be used is not-c:learly specified.

/tltJI~: • diatilfgaishbtg stlltemmt III signiJictlllCe level olp < 0.05; .*1' < 0.01.
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Factor 4: StNJ"rly~e

ByungS. Lee

·3

-3

-4

-0.927-

-0.970 :

-1.982 .

Discussion and Conclusions
PJi\racy is a complex concept. It bas evolved slowly through pbilosopbical
discussions, court interpretations, and legislation. A right to personal privacy
has been inferred rather than exp1i~t1y found in the BiD ofRights or tort law.
Although the public has become sensitiZed to privacy as a mobilizing issue, at
present it does not have the salience and public opinion energizing quality or
the passion aroused by such issues as, abortion, -tax reduction, or even
environmental pollution (Kling and Allen 1996, 126). Gotlief has noted that
complaints and prot~ about online privacy l)ave co~ mainly from
journalists, lawyers, and academics while most of the populace appears-not to
care all that much about privacy (1996, .161)..WheB pro~pted, however, IlWl)r

persons do voice concerns about Internet privacy.
When asked to sort the Qstatements on information privacy in this study, 4

groups emerged. While all were highly cautious about protecting consumer
pri,"'acy, differences emerged in their opinions toward companies collecting
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infonnation on consumers~ how much control consumers"should have over the
use of their own personal information, and,how the web should be regulated.
Pm'acy Fundamentalists were most strongly ooncerned about ,privacy
protection, followed by Data-Use Restrictionists, Self-Regulation Advocates
and Company Sympathizers.

Pmacy F",,4mJielttaUsts want to use available protection methods while
foCusing .on consumer 'privacy as a right' and the Corresponding corporate
obligations. They want' to restrain even legal and legitimate information
gathering. This group believes consumers deselVe notice and 'choice about the
use of their' persOnal· infOJ'Dl8tion, maybe through a pri\'DCY policy posted on
the ,web. Individuals and non-prOfit'organizations would be restricted along
with commercial entities that would not be allowed to'share data 'even with
their own atliliates against the ,will of consumers. They seem to be skeptical
about .the argument that information on consumers is, necessatY to, offer
individ~ service. Fundamentalists think implementation of a privacy
policy ,is more important than just creating one, and ,doubt'that companies
would abide by their policies.

DtIt.Use Re6trIctio"i.fts differ in that they are not sO much conceined
about data collection as'data use by all kinds of companies - Whether profit
or non-profit - and companies" obligation to inform consumers 'about their
options or to seek their consent when' they use or share personal· consuiner
infonnation with others. This group believes that consmners should not
sacrifice their right to privacy either for beneficial technology or for the direct
marketing indostty.

Selj-ReplotiOn Atlvoetdes also believe that oompanies should' bear the
burden ,of informing Consumers about the intention to' use their personal
information and share it with others. However, this group believes that
companies 'are not manipUlative of customers and wants neither to shackle
companies with 'roles nor to create unnecessary bureaueraiic burdens for data
users. Of the 4 groups, only this 1 was neutral to privacy legislation. '.

Co1llJHllly Sylllptllhiurs want companies to infonn consumers when'the)r
use their personal information and disseminate it as the other 3 groups do, but
they feel less strongly about it. Their emphasis is rather focused on how to
balance company'needs and· consumer privacy rights. For example~ this group
believes' that web publishers should· be allowed to 'use information on
consumers to tailor their content to ·the individual subscriber's interest and
needs ana to attract advertisers to their sites by providing information on their
users. In spite of their S}nIp8thy with companies, this group did not believe in
a laissez-faire policy. They agree with Privacy Fundamentalists and Data-Use
Restrictionists that some legislation will be needed to ensure privacy standards
among all the companies - scrupulous or otherwise.
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The 4 viewpoints in this study are similar to the 2 factors in the 1998
Cranor study described in the introductory section "Privacy on the Web."
Qmethodology allows ·us to present a more detailed explanation for the
viewpoints. For example~ Privacy Fundamentalists .in this study ·were similar to
the privacy fundamentalists of the Cranor study. wbo were e~1remely

concerned about any.~ of their data and did· -not trQst companies. In this
Qstudy, however, other characteristics of the group eDlt;rged,. such as their
thoughts on .the consumer's right .t~ be ~ormed .and the correspondiDg
company obligations.. Privacy Fundatnentalists in this study were primarily
females, while Cranor·et al.. did not find any difference attributable to gender.
Further study could .be done to verify whether gender is an important
detenninant for this .group.

While the Cranor group found 1 factor. that could be described as
"pragmatist," this study found 3 different ,r.ariations that also shared pragma1ic
attitudes: Data-Use Restrictionists who want legislation to make all- web
companies abide by privacy standards and do not care~ the potential
impact on business; Self-Regulation Advocates who 'believe privacy poliC}r
must not create unnecessary bureaucratic burdens on data users and do not
support any legislation to protect privacy; and Company Sympathizers who
believe that the right to privacy should be bal~ with.other social.values
and· accept the information gathering activities -of companies as a legi~te

way for e-commerce to tailor messages for audiences or as strategies to attract
advertisers to their sites.

Cranor's last category, the "marginally concerned," was not found'in ·this
study. This. might be explained by the diffetenceinthe respondents. Those in
the Cranor study were selected from a group of frequent Internet users who
evaluated products and responded to survey~ for FamiJyPC magazine (65
~rcent report using the Internet several times a day). Respondents· in this
study were less·informed about privacy issues, even though they seemed to be
more exposed to those issues than-the public. in general.

The 4 groups showed differences. -:- sometimes big and other.times subtle
- among themselves in the direction and. intensity of their attitudeS toward
privacy. legislation, companies' collection of informati~ especially on
children, companies' obligation to inform consumers about their-choice, and
companies' trustworthiness. When· the .public, policy makers, and online
companies open a debate on information privacy, therefore, they may need to
heed the suggestions of Cranor et ~; that "a one-size-fits-all approach to
online privacy is unlikely to succeed" (Cranor, Reagle, and Ackerman 1999).
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Appendix

Rotated Factor Matrix for Four FtlCtor Solldion

liiilfi!iiilll iil!!I!!iiii!il!!i!I!!i!!.lillilliil·!!II!ilil!i!~iil!lli1!:m••I![i!ii![[il!l:i··i
1 F 19 English 0.68 0.04 0.36 0.31

2 F 19 Corp. Comm. 0.64 0.37 0.03 ..0.23

3 F 2·1 PoL Science ..Q.&! 0.45 0.11 O.2S

4 M 19 Cormnunications . 0.39 0.08 0.57 0.36

5 M 2·2 Leisure, Sports + Corp. 0.11 0.16 -0.32 0.62
---------------------------------~--------_._--._-----------------------------

6 M 2.1 COOlIn. and Broadcast ..0.12 0.49 0.36 0.29

7 M 20 Business 0.27 0.49 . 0.26 0.33

8 F 21 Corp. Comm. 0.59 0.26 0.18 0.10

9 F 20 C-orp. Comm. 0.30 0.26 -0.13 0.45

10 M 21 ~Iath 0.24 0.17 0.30 0.44

co"",,,""
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1!11!~.I!:II·!illlllllll:IIJ.!lIII.i:l!I!II.II!lI!1111111!!IIIIIIIII.I,IIIIIII!11111"lllllllllll.Ilillll!11111
11 F 20 loumalisoi' 0.39 O.so ; o.,ts "0.29

12 F 21 Corp. Comm. 0,48 0,'7 -0,03 -0.04

13 M 19 Communications 0.3S 0.33 ' 0.13 031

14 F 20 Corp.Comm. . 0.67 "0.27 -0.19 .().Ol

IS M 21 Broadcast .0.16 0.11 0.26 8.9
-._------._---------------------------------------------------- ..--.----------16 F 22 English 0.37 0.41 0.44 -0.10

17 M 19 Business 0.34 0.65 -0.00 0.11

18 F 20 C«p. Comm -0.02 0.68 0.04 0.16

19 M 22 C«p. Comm. 0.18 ~.47 0.30 -0.23

20 F 21 Corp. Coman. 0.43 0.06' 0.11 0.50
----------------------------------------------------------_._-----------------21 F 21 Cup. Comm. 0.19 0.11 0.59 -0.06

22 F 21 B~ 0.5Z 0.20 0.04 0.10

23 F 21 ,. Broadcast 0.S2 O.SI 0.26 0.17

24 M 19 Broadcast 0.62 -0.12 -0.17 ...().01

2S M 19 Communications -0.03 0.08 0.21 0.17
------------_._----------------------------- .. -------------_ .. ----------------
26 M 20 Jour/Communications -0.07 0.49 0.00 0.44

27 F 22 Journalism 0.52 -0.06 0.20 0.04

28 F 19 C~unicatiOllS 0.38 o.so 0.28 0.17

29 F 18 Broadcast/Jour 0.14 0.04 ' 0.38 0.6.

30 F 19 COO1Il1umcatioos -0.09 0.29 0.28 -O.OS
--------------.----------------------------- .._-----------_._-----------------
31 F 21 Broadcast+Film 0.07' 0.11 0.70 0.13

32 F 21 Cup/BrOadcast 0.20 0.04 -0.09 0.'1

33 M 21 COOIIIlUDicatioDs 0.12 0.01 0.74 0.00

34 F 19 Communicati<DI 0.40 0.56 . 0.28 0.26

35 F 20 Corp. Comm. 0.08 0.43 0.16 0.11
-36-·---"M-·--i9---_.~-- ---- ------- -- -o.2~f-----O.39----- ..0~22- _. ---o.si-·-
37 M 22 COO1IIlunicatioos 0.14 ..a.OS 0.19 0.17

38 F 20 Broadcast+Comm+Jour 0.62 0.08 0.3S 0.38

39 F 20 Corp. Comm. 0.56 0.17 0.38 0.24

E:lplaiDed Variance 16-/. 1201. 9·/. 108
/.

Note: Defining variates are sholf,71 in bold; mixed loaders are underlined.
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Stlltelltellt6l11UlRtmk Factor Scores

oo

Privacy aDd anonymity go haocl-iJi-band, so' anoDyniity oolite web' 1 2 2 0 -2
should be kept.

--; .. ---Rfgm.oos-~Jf:re8Ui...by-oom,wii~-hM.. ;,;ii,i'l,iUJ -8btiSi -0{ - - -~ - .. -~; - .. -;- - - -~ -
personal information on consumers. •

-------web-.. pubiiibeis- .. ShOUici -be--ail~wed -to--use- -iiii~oo-Oii .. ------------------
,3 consumers to tailor their oontent to subscribers' interests and 0 -1 3

needs.
-------ibe--~--~--~ld--be--~~;Ned--i)-;efi--~~tiOft~-ior--------------------

cotnma'cial use to another finn, but that finn holding the data
4 must inform the individual of this inteotion and give that person -3 3 0 -1

the right to:object to the transfer oftile data. .
-----.. -ibe --p·einiiimi--C"Ouill -;';fi~·i --PriVacy --iSSUes --ind--make- -... ---------------..

recommendatiom to the private sector as to what types, of self·
S governing polici~ or codes, of practice they should set for 2

themselves.------~ers -wOO-iii-~it~- -their--_-aDd- -a~-in ~ietUm -f«- --.. ----------------
6 brochures, information on future products, discounts, or other 0 2 -3

benefits. .
--;----=~::·~~-TheY-jUSi-iOOk-~-ri8li{;o-s;,ifOOr---:;---:;---~---·~-

--- -- -j-"woUid- -no;--iegiSter--ibr-~- ~~ie-.-Wbere-ihe-tmii; -and---- -.. --_ .. ----------
8 conditions of how the collected information is going to be used is 4 3 3 3

not clearly specified.
-------If-iDdiVid.iatS-« -omi-profii -~aiions ue-Private-iDfOrm8ii,xi -----------------.. -

9 for non-commercial use, they should be exempted from strict 4 ·3 -} -3
privacy restrictions.

--l~--·=~~~-=:=~~~-SO-many·--~---:;--~~---~-

-.. -----The idea thai iDioi1ti3tioo,;;~ SbOOici~-UDd« their-tOial- -------.. ---------....
control carmot fit w~ the need for us to live in ~ety and to .

11 have at leaSt a minimum of information about our fellow citizens -1 -3 -2
worth being able to access the website.

"-1~ ---If-an -00litie -company-traCb-peopfe;s-Orilirie -habits: -it-tracb-DOt- -- -~ ---.-; ---;----~-
mly what they are doin& but also what they think.. -

-------i ·~OOid nOt-~-if-ie;;e8iiDg the-~~-iDi~~ -is -00.- ----.. -----.. ----.. -.. -
13 worth being able to acceu the website. 2 0 3

-.. -----Ther~--~ -be-00-such -ihiitg- -~- -abiOiUie -irtdiVidUai -p,ivKY: --.. -----------.. ----
14 Balances need to be strock between the right to privacy and other 0 0 -1 4

public objectives.
--.. ----idOO1-w~ to-iepiaie-~- pjivat.;~of~ Ways-OOtild-6e fowufto~ -.. -----.. ----....--_.. -

15 ensure the anonymity and confidenliality of consumers ·2·2 -2
participating in web surJiDg.
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:·:·!!!!!:::;;,';·iii·::iii:;iiiiii;;:!i;;!!'!·:i.illll,i:;:ii!i··ii·i:i·:i;!:.;:;;·,li.·i·;!!;:!_.~i

Consumers need to provide personal information f()f efficient
16 transacti~ but they have to de~ide how and when the information 0 0 2 0

should be used.
-------Oiliine"" ~~irri;; ~~e- ft~~d~m -t~-gith«-any -iiJ.f~~ii~~ -~~id -------------------

17 to do their own business as far as it is l~gal. -3 -1
-------C~;,s -gath«-penoruif -iiJOtmatiOii-~ui-ihei~ -~b;cribi~: -------------------

18 Having this information will attract advertisers to their sites~ so -2
that consumers can continue to receive free access to those
companies' websites.

- - - - -- -j StiOOi(h;'t iia~e- to ~iil-mYbOdY -0-"-\Wi~ -~}; cooi,wi); i~ ieli tiiem -------------------
to mind their own business. The burden should be on the

19 companies to contact me and seek my consent before
disseminating personal infonnation on me.

-------IiifOOiiaiion tedmolOID~ is -p;~-to -dmm8ti~~liy -iDfifug~-00- iJii -------------------
20 human rights of the individual and, therefore, roles must be 2-3

imposed on the el~"1.ronic highways.
-;-; ---pri~acy-P;ii~-mu""st -n~i crea~-unne~-bU~iati~i~-burdmi -------------------

for data users. 0 -3 3 -I
-;;- ---OiliiDe-c~rDPaDi~ Shooici -~~- c~Ii~;- infoiination frooi kids"" ~;; th""e- - -- -- - - - - - - -- - - - ---

\veb. 4 -1 4 -3
-;;----comum«;-~~- -ti~ti~i. -~-clIDi~ -;bOOi -the- -u~- -~i ~ii ---; ---~- ---; ----; -

personal information.-;~----once-COtWimm- provf~- pm~na'- ifl"fumiatfoO: -~y- ~1i~~ld not -hi -------------------
allowed to exercise control over its use. -3 0 -4 -3

------\viih -th~-PiePO.M~of-~ or-mi~~omput~ -~oon('- the-------------------
25 \vorld, it is almost impossible to control the free flow of 3 2 0 -I

infonnation between millions oftenninals in privat~ companies.-;~----=.-Coii1P8Dfes--are-ma.iIijutative-~f iiie-~Oilman-iUiii -------:; ---~---~;-

--. ----The-~8PacitY -t~- j,inpoiDt-any-consuni~i in-a-PMticuiar -e-;oomnfc- -------------------
27 and social class through profiling does not inflict damage on his or -2. -4 -I

her life.
-------Wiieii ~l coo;oot«-~iPiiat~d -th~t -he- did -o;t-waDi -liis-~orniatio;i -------------------

28 distributed, companies should not give that infonnation to outside -4 -4 -2 -4
firms, but it still should be allo\ved to share the infhrmation with
affiliated companies.

-------The-ShariDg-of-coosumer-inioiinaifoo -With- 8ffiuat.;d-oompanies- -------------------
should be restricted be.cause. more and more companies from

29 di1ferent industries could forge giant mergers and enjoy the value
ofmarrying databases ofcustonter trans&.."1ions.

-------Ai -ii8si -some- -legisi;ti~ii -,~iif -be -n~edid -to-_~-tii~t- -~~m- -------------------
30 unscrupulous sites in obscure comers of the Internet comply with 2 2 0 2

privacy standards.

contimud
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••Our personal infonnation has been sliced and diced, and over the
31 years our rights to it have be.m taken a\vay. Just because it's in -1 -2-1

comoanies' database. thev think it's theirs.
-;;---c~Mi~i~-~ffef-'~ooe~n:ooe'; -~i~-mOre- ~a;iiY -,Vhetith~y- --~; -------~;---~--
------~~~:_~~!~~~~~~~~~-~~~!~~~~~._----------------------.-------

If the dir~"1 marketing industry must get infOOllOO consent from
33 the individual to use his or her name for marketing purposes, this 0 -4 -3 -4

could close the industry down
-;~----A-~~mPMY- muit-ieli -c~DSUm~ -that-~;r- ii~~~-the- ~pii~i; i~ -ri~t- -------------------

have information on them shared with other companies. 3 4 4 2
-;;---imPlemenWi~-~f-~-Pri~a~y-~ii~}; is"" -m~~ -iitij)Oitmt -th~-JUSt--------------------

creating a policy itself 3 -2 0 3
-------a;mp~es -woliid -rarely -~ii -or-shMe""~- information they- -------------------
36 have in their databases. \\Then they do it, they do so to provide 2 -1 2 -2

consu~rs v.ith exposure to products available and other benefits.
-;;- ---ODiiit~-c~';untiniiY-viiy-seriously-~~u~-~~tOO~: ~-j ~o-UI~f-------------------

falsifY information on me when I need online registrations. -2 -2 -2 0
------\v""e- shouid ;e~~r-eiy -limit profiling- COOSum~ ""ati~i p~~hib1t the; Use--------------------
38 of sensitive data without the express, written consent of the data 2 3 -2

subject.
-------If""i mumer-i~- not ~w8re-thai-lii ii&~-Pri~~y -ri~-~-and~v~- -- -----------------
39 if he is a\\'are - he may or nlay not have a say about the 0 -3

collection and~ ofpersonal data on him.
------~~i-ni8rket~-~ii~~id -poit-~-pri~a"cy- (K>iicy -iiI-an-;'~y-i~fuld,--------------------
40 easy-to-read statenlen.t" that informs users about how the 4 3 2 4

information will be used.
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